February 6, 2002
Dear Paggy,
Thank you for taking some fime todey to talk with me about FEG voting standards for Implementing new electrenic
vating machines. As we discussed, thera Is currently no stated standard, which ensures citizens can varify that their
vote |s electronically recorded for the candidates they actually chose. Meny of my fellow cltizens and 7 beliave that
such a standard is abasclutely mandatory to protact tha Constitutional rights of the citizens as well as to praserve
open, honast and fres alections in America.

In aadition, it appears that such a standard cannot currantly be satisfled by the vast majority of voting machines that
the FEC has certified. Az a computer consultant with over 30 yoars of experience, | know that slectronic voling
machines can easily be programmed to distort voting results and still go undetected in pre-election tests or
cartifications. For exemple, voting machines can be pregrammed to:

Distort vote counting after a certain number of ballots arg counted;
Distort vole countlng on certain deys;

Distort vote counting after & vote Is receivad for a certain abnormal combination of candidutas:
Distort vote counting after receiving a signal via a modem that is used to transfer results;

Distort vote counting as results are transferred from a precinct to a cantral tabulation machine;

| belleve your description of "shell” systemn softwars supplied by the voting maching vendar with separate candidate,
race and referendum data, exclusively managed by the customars, is very good to prevent this type of comuption.
However, thera Is no current FEC requirernent imposed on the vendor to ensura that the "shell™ system software
architecture is implemented. | believe that this requirement should be Incorporatad inte the new FEG standards that
are being drafted.

But even the "shell" system software does not allow the votar to verify that their vote has baen alectronically
recorded for the candidates that they chose. A simple audit trail that could ba implemanted to provida the citizens
with tha naturally expected abllity to verify their vate would work like this:

A unique sequentially generated number should be assigned to each electronically recorded ballot by the
voling machine;

As a ballot is completad, the number can alther be dispiayed or printed for voters, who ¢an chaoss to write
the number down, memorize it or take the receipt showlng the number with them;

Whan the polls close, the machines ahould print the votes of ail ballots ordered by the unigua ballot
Identification number and totaled for public posting at the pracinat;

Once poll workers have publicly posted detail pracinct resuits, volers could briafly view the results and
match their number agalist the detail to venfy that the machine comechy recorded the vote;

In this manner, the idantiy of the voter ig still private, Nt one knows how any Individuai voted and the votar has the
assurance that the voie was recorded correctly. | am formaiiy requesting that this audit trall be included as part of
the revised FEC standards that are currently being draftad,

Regardless of the machine, vendor or particular audit trail, | believe that the principal of a verifiable vote count must
be upheld for each citizen, If there are ather specific alternatives that aftow the voter to varify thet thek vota Is
electronically recorded for the candidates thay actually chose, please inform me of the details. My phone number is
(770) 983-3622 and my Email eddress is gernandf@msn.com. Because of the critical nature of this subjact matter, |
request the fevar of a written reply via Emall or postal service. Thank you agaln for your time, considaration and
efforts to Improve voting in America.

Sinceraly,

Garand Favorito
220 Tallow Box Dr,
Roswell, Ga. 30076




